Configuring OnelLogin
ldentity provider

ses Onelogin ldentity Provider (IdP) for user authentication, you can
provider to allow your users to log in to your ConcreteCMS website using
ntials.

ust be done in two places: at the IdP ( OneLogin ) and at the SP (Our
package) . In the next sub-chapters, we'll provide guidelines for a basic
configurati cloak IdP and how to set up it as your identity provider .

These steps reflect a third-party application and are subject to change without our
knowledge. If the steps described here do not match the screens you see in your IdP
account, you can use the general SAML configuration steps, along with the OneLogin IdP’s

documentation ( https://developers.onelogin.com/ ) .

This document assumes that you've already created an account with your selected Identity
Provider.

1) Add our Service provider informations to OnelLogin

The next step enables you to retrieve the information OnelLogin needs to work with our SAML
Service provider .

Go to " Dashboard > SAML Service Provider > Configuration and Settings " page in our package .


https://manage.auth0.com/#/connections/enterprise
https://manage.auth0.com/#/connections/enterprise
https://developers.onelogin.com/

Configuration

SAML Info

Name

Concrete SANML service provider

Issuer  EntitylD
http://127.0.0.1/c584/index php/610be2dedb093 ¥

Unigue identifier of the service provider.

Assertion Consumer Service Endpoint (Redirect / POST Binding)

http://127.0.0.1/c584/index_php/xw/sso/callback ¥l

Specifies the endpoint that receives the SAML authentication response. We support POST/Redirect Binding

In the next step, you will need the following information before heading back to the Configuration
of OnelLogin :

® Issuer / Entityld
® Assertion Consumer Service Endpoint

2) Setup OneLogin IdP

Follow the steps below to configure OneLogin as an Identity Provider :

Log in to your OnelLogin admin portal.

Select Dashboard > Applications in the top menu and select Add App .



onelogin Users Applications Devices Authentication Activity Security Settings Developers

Search for SAML, and select SAML Test Connector(Advanced) .
Enter your display name and click Save .

Navigate to the Configuration tab .

Info Application details

| configuration RelayState

Parameters
Rules Audience (EntityID)
§S0
Access Recipient
Users
Privileges ACS (Consumer) URL Validator*
Setup

(i) *Required

ACS (Censumer) URL*
(i) *Required
OnelLogin Audience Our Issuer / Entityld from Stepl

Our Assertion Consumer Service Endpoint from

OnelLogin Recipient
g P Stepl

Our Assertion Consumer Service Endpoint from

OnelLogin ACS (Consumer) URL Validator
Stepl

Our Assertion Consumer Service Endpoint from

OneLogin ACS (Consumer) URL
Stepl

Click Save .



In the next step, you will need the following OneLogin IdP information before heading to the
configuration of our SAML Service provider :

® Issuer URL
®* Endpoint (HTTP)
®* X.509 Certificate

Navigate to the SSO tab .

Info Enable SAML2.0

Configuration Sigionmeticd

SAML2.0
Parameters [ ]
X.509 Certificate
Rules Standard Strength Certificate (2048-bit)
| sso Change View Details
SAML Signature Algorithm
Access
SHA-1 -
Users
Issuer URL
Privileges
https://app.onelogin.com/saml/ 5
Setup
SAML 2.0 Endpoint (HTTP)
https://xanweb-dev.onelogin.com/trust/saml2/http-post/sso/ t Iy
- S

Or you can download an XML Metafile file of OneLogin IdP SAML configuration , on the same last
page just go to More Actions - SAML Metadata and choose SAML Metadata

More Actions -

Vendor Homepage

Reapply entitlement mappings

@ SAML Metadata

Delete



3) Add OnelLogin IdP informations Into our SAML Service
provider

Go back to our SAML Service provider package and go to " Dashboard > SAML Service Provider >

Identity providers " page
and select OneLogin IdP from list shown .

Identity Providers

Add Identity Provider m
il A
| %,' X okta & b4 e
Custom IdP Oauth Okta AzureAD Keyloak

Configured Identity Providers

No configured Identity providers


https://manage.auth0.com/#/connections/enterprise
https://manage.auth0.com/#/connections/enterprise

Details

Name

OneLogin

Description

OneLogin SAML Identity provider

Entity ID / Issuer

Unigue identifier of the identity provider.

Single Sign On Service Endpoint (Redirect binding)

Specifies the Redirect binding endpoint that receives our SAML authentication request.

single Sign On Service Endpoint (POST binding)

Specifies the POST binding endpoint that receives our SAML authentication request.

~  Certificate
X509 Signing Certificate

Add this values respectfully .



Issuer / EntitylD Onelogin Issuer URL

Single Sign On Service Endpoint (POST binding) OnelLogin SAML 2.0 Endpoint (HTTP)

Onelogin X.509 Certificate (visible under 'View

rtificat
Certificate details’ blue link)

Details
Name

OnelLogin

Description

OnelLogin SAML Identity provider

Entity ID / Issuer

https://app.onelogin.com/saml/metadata’

Unigue identifier of the identity provider.

Single Sign On Service Endpoint (Redirect binding)

Specifies the Redirect binding endpeint that receives our SAML authentication request.

Single Sign On Service Endpoint (POST binding)

https /ixanweb-dev.onelogin.com/trust/sami2/http-post/sso/7E

Specifies the POST binding endpoint that receives our SAML authentication request.

~ Certificate
X509 Signing Certificate
-—BEGIMN CERTIFICATE—-
MID2DCCAsCgAwlBAgIUFvHYBOHTAVOPOYzp1rQugtiUCrdwDQY JKoZIhwe MAQEF

BQAWRDEPMADGATUECgwGeGFud2VIMRUWEWYDVQQLDAXPbmMVMBb2dphiB JZFAxGjAY
BgNVBAMMEUSuZLvZ2IWIEF]Y 28 1bnQgMB4XDTIXMDcwMTEYNDY xMVo X DTIZMDow

Or you can do the last step by importing Metadata file, the last XML Metadata file contains all the
information requested in following sections. If you have this file, you can click in Import Metadata



button . And you can now upload it . Select that file and click in Upload button, and the system
will parse it to populate the required fields in following sections.

Configure Onelogin Identity Provider

Import MetaData See Setup Guides

Details Attribute Mapping
Name Username
Onelogin

Email Address
Description

Onelogin SAML Identity provider
First Name

Last Name

Entity ID / Issuer

Unique identifier of the identity provider.

Single Sign On Service Endpoint (Redirect binding)

Specifies the Redirect binding endpoint that receives our SAML authentication request.

Upload Metadata X

File

Choose File |onelogin_metadata_ 1515450 xml

Upload

Click on Save



Details

Name

OnelLogin

Description

OneLogin SAML Identity provider

Entity ID / Issuer
https:/fapp.onelogin.com/s

Unique identifier of the identity provider.

Single Sign On Service Endpoint (Redirect binding)

Specifies the Redirect binding endpoint tha receives our SAML authentication request

Single Sign On Service Endpoint (POST binding)
Specifies the POST binding endpoint that receives our SAML authentication request

= Certificate Edit Download
X509 Signing Certificate

Idenity provider public key encoded in PEM or CER format. used by us o validate the signature on the SAML Response or Asseriions

Cancel

Attribute Mapping

Username

Email Address

First Name

Last Name

Your configured IdP will be shown in " Dashboard > SAML Service Provider > ldentity providers "

page .

Identity Providers

Identity Provider successiully created
Add Identity Provider

D okta

Custom IdP Oauth Okta

Configured Identity Providers

onelogin

OnelLogin

& (1) G=

onelogin
AzureAD OneLogin Keyloak

And at this point, you have successfully configured OnelLogin as an Identity provider in the

system .


https://manage.auth0.com/#/connections/enterprise

If you have some wrong inputs in previous step , you can edit your configured identity
providers by clicking it .

Go to " Dashboard > SAML Service Provider > Configuration and Settings " page.

In Settings section, select your configured Identity provider ( OnelLogin ) (from step above)
appeared in the configured IdPs list .

Identity Provider

‘ OnelLogin v‘ @

Auth0
Onelogin

Click on Save .
Finaly, you must check your settings in Settings and Appearance sections in the same page .

Activate the system to show your End Users the Login form .


https://manage.auth0.com/#/connections/enterprise

Settings

Activate

Activate/Disable the system and show End-User the Login form .

JIT provisioning (Allow automatic registration)

Create User if not exist and select default Group to enter on registration. Otherwise use only pre-existing Users...

Force Authentication

This will force user to provide credentials on |dP on each login attempt even if the user is already logged in to [dF.

Default After Login Redirect Url

/dashboard/welcome

Fedirect target url after success authentication

Identity Provider

Onelogin v @

Current assigned |dentity provider.

Test configuration

Click on Save .

You should now able to see a ‘SAML’ option in the ConcreteCMS login screen . This will redirect
users to login to the OneLogin instance for their username/password and will create a new
ConcreteCMS user account with chosen group (If JIT provisioning is enabled) .



Log in with OnelLogin
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For a better understanding and more advanced configuration please check out

the official OneLogin documentation. Also please refer to previous pages in this
documentation.

If you are experiencing issues while testing the connection to the OnelLogin server, first
double-check the configuration options in SAML Service provider package and in Idp (

OnelLogin ) side . Also check Troubleshooting && FAQ page

Once you've completed the setup steps, it's important to test to make sure everything is working
properly.

If you encounter any issues, check to make sure that the values in your IdP and your Service
provider match .

You can also refer to the Troubleshooting section: see Troubleshooting.


https://wiki.xanium.io/books/saml-service-provider/page/faq-and-troubleshooting
https://developers.onelogin.com/
https://wiki.xanium.io/books/saml-service-provider/page/add-our-service-provider-metadata-to-identity-provider
https://wiki.xanium.io/books/saml-service-provider/page/faq-and-troubleshooting
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