WA MIRDINBEIMIBEII SAML) as an authentication scheme for
Single Sign-On (SSO), using information that your
supported identity provider (IdP) supplies and provide you
access to Cloud and intranet websites using a single
credentials entry.

This package will make your ConcreteCMS acts as a SAML
Service Provider (SP) which can be configured to establish
trust between ConcreteCMS and a SAML compliant Identity
Provider (IdP) to securely authenticate users.

It supports all known SAML?2 Identity providers and It has
been tested with various IdPs : Okta, OneLogin, OAuth

This tool are meant solely to support individuals who have
taken the time to read and understand the SAML
specifications and a good solution for those looking for a
quick way to implement SAML .

If you need some highly custom SAML more secure
implementation or/and adding some new other features .



Please feel free to contact us .

Features

Out of the box support of SAML 2.0 specification .

Simple yet highly configurable with easy Installation and Setup

Complete and detailed documentation

Supports all SAML-compliant identity providers (OKTA, OnelLogin,
Keyloak... ) .

Fully supports Service Provider initiated Flow .

Supports Signed SAML requests .

Signed SAML responses and/or Assertions are supported.

Options to select SAML Request binding type (Supports HTTP
POST and HTTP Redirect)

Supports HTTP POST and HTTP Redirect SAML Bindings for
Identity provider responses .

Custom Signing Certificate .

Multiples Identity providers configurations .

Basic Attribute Mapping (First Name, Last Name) .



Import Identity provider Metadata file .

Export Service provider Metadata file .

Login form customization.

Supports both SSO and ConcreteCMS’ own default login at the
same time

Secured Against Man In the Middle Attack, Forged Assertion,
Replay attacks

Easy to diagnose and fix realted issues (Activity logging for every
action happens on your SSO Flow) .

SAML Limitations

There is no support for the SOAP binding

SAML1.0 is not supported.

Identity Provider initiated Flow is not supported .

Encryption is not supported .

SAML Single Logout (SLO) is not supported.

Our responsive support team has helped many
customers bring interoperability with all khown Identity



providers vendor to their systems. We will guide you
through the process to set up your SSO applications.

Please feel free to contact us .

https://www.xanweb.com/kontakt
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